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USG Cybersecurity 
PROTECTION IS IDEAL BUT DETECTION IS A MUST! 
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Figure	1:	USGDW	Addendum	Process	for	CASSIE	Project
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II. CYBERSECURITY��SAFEGUARDS��

Cybersecurity��at��USG��is��considered��to��be��the��policies,��guidelines,��best��practices,��security��concepts,��
security��safeguards,��risk��management��approaches,��actions,��training,��tools,��and��technologies��that��are��
used��to��protect��the��cyber��environment��and��and��the��organization’s��and��user’s��assets.��

A. TECHNICAL	CONTROLS	

USG��employs��technical security��controls that��the��computer��system
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 Escalation��of��security��incidents��
 Retention��of��security��events��

��

Figure	2:	Event	Handling	Process	

Security	Intelligence	and	Perspectives	

Secure��Works’��Theat��and��Vulnerability��Management��Dashboard��displays��customizable��information��
specific��to��USG��Cybersecurity��personnel��job��responsibilities��in��addition��to��a��variety��of��predefined��charts,��
maps,��and��data��grids.����
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Figure	3:	Threat	and	Vulnerability	Management	Dashboard	

Detailed	Analytical	Tools	

USG’s��portal��data��analysis��tools��provide��advanced��drill�rdown��capabilities,��allowing��USG��Cybersecurity��to��
develop��deep��analysis��of��the��USG’s��protected��data.��The��Real�rTime��Event��Monitoring��Portal��screenshot��
above��allows��USG��Cybersecurity��to��view��security��events��in��real��time.��

Managed	iSensor	Intrusion	Prevention	System	(IPS)	

USG��utilizes��SecureWorks’��managed��iSensor��IPS��service,��available��as��a��fully��managed��intrusion��
prevention��service��and��as��an��enterprise�rlevel��bundle.��It��helps��eliminate��malicious��inbound��and��outbound��
traffic��around��the��clock,��without��the��burden��of��device��or��signature��management,��and��without��increasing��
in�rhouse��headcount.��The��iSensor��utilizes��thousands��of��unique��countermeasures��developed��by��
SecureWorks��Counter��Threat��Unit��research��team.��Service��features��include:����

 Configuration��and��implementation��
 Administration��and��tuning��
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Monitoring	

ITS��Technical��Operations��






